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Explaining the black box
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What .is a black box NIAXAL

Black Box
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How/When should we use XAl? NIAXAI

White Box
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Explainable Artificial
Intelligence (XAl)

Black Box
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When/how should we use XAl? NIAXAI

D Not Very
1 . S Step 1: :
i No explanation ; important How important is important
i necessna‘:)y&:lse oy ¢ explainability relative to
o i o ’ predictive performance?
White Box Somewhat
l important
[
'“PUtS]—’ — Output Step 2: e Lo el
. No s Explainable I
Does a compiex model E—— : modelling: use an 1

perform better than an

i )
interpretable model? ' lnt_ergrsta_bl_e iy ‘1"‘3‘ P
Yes --—-—-- -
Explainable Artificial | { ;7;;:;7;" 2
Intelligence (XAl) ' Stgp 3: - Fidelity ' usea nym odel .
Is fidelity or interpretability ———— 1 BamBinacaay o0
. n ;

Black Box OIS RDpOvIEL 1 model-based :
l Interpretability ‘. - €Xplanation_ _ ,

J~ “Posthoc” T %,

' explanation: 1

1 use any model 1

1 combined !

' with attribution- or !

| example-based :

~ _ EXxplanation_ _ .,
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Bird-eye view of XAl field
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Survey-based

Performance on a
Goal Task

Objective/
Automatic
> Evaluation
v e
------- How to assess effectiveness? - Human
L
~ What do you want to know? -- XAl How can the Al communicate the answer? -
'
A

Granularity/ i
i . Modality / Output

Contents(?

(?) How can the Al an;swer your question? Format
I l , i I
v v v v i
Local Group Global Strategy/Approach v v v
Visualisations Textual Rules
v v
Factuals Counterfactuals
v v v AJ
Model Inspection —
(discovery of inner Featurg&ttrgbutlon Post-hoc Example-based
semantics)
\ A \ 4
Interventionist

Surrogates Explanations
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Going Interpretable (white box) NLAXAI

e.g. Global Behaviour Explanation

White box examples

Rule systems

Linear models

GAMs

1
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Story #03
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e.g. Counterfactual Explanation
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Linear models and beyond
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Example on a simple dataset

Titanic Dataset

Target prediction: Will the passenger survive?

‘::“‘ / -
S| || A

Wﬂﬂﬂﬂ $ Pclass * Sex + Age

// 0 2.00000 0.00000  29.00000 Pclass
1 3.00000 1.00000 29.69591 RSN
2 1.00000  0.00000  35.00000 [N
3 2.00000 0.00000 28.00000
4 3.00000 1.00000 34.00000 . , , , I . , ,
5 3.00000 1.00000 29.69591 1.00 1.25 1.50 1.75 2.00 2.25 2.50 2.75 3.00
6 2.00000 1.00000  29.00000 Sex
7 2.00000 1.00000 29.69591 [N
8 2.00000 0.00000  40.00000
9

o

1.00000  0.00000 39.00000 200 1
1.00000  0.00000 18.00000

1.00000  0.00000 29.69591 0.0 0.2 0.4 0.6 0.8 1.0
3.00000 1.00000 29.69591 Age

3.00000 1.00000 29.69591
3.00000 0.00000 28.00000
3.00000 1.00000 9.00000

1.00000 1.00000 45.00000

1.00000 1.00000 29.69591 0 10 20 30 40 50 60 70 80
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g(y) = —0.47 +

Shape function for Age

Global behaviour

Shape function for Passenger Class

Shape function for Sex
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Log-odd contribution (chance)

Factual Local Explanation (single instance)
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This instance is classified as Survived with probability 74.72%. (logodds 1.1)



GAM and NAM and CNAM
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designed constrainable neural additive models, Mariotti et al, 2023
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Exploring the balance between interpretability and performance with carefully ..;
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https://doi.org/10.1016/j.inffus.2023.101882
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Rank ROC AUC (Performance)
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Exploring the balance between interpretability and performance with carefully

designed constrainable neural additive models, Mariotti et al, 2023

https://doi.org/10.1016/j.inffus.2023.101882

Performances/Complexity Tradeoff averaged over 33 datasets
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Going post-hoc for explaining black box NIAXA]

Black Box
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Feature Attribution Techniques

 Answering the
question:

 What was the impact
that the features had
on the prediction?

NL4XAl.eu

NLAXAI

fix)

smoker__no
children —1132.23

region__northeast 1

region__northwest
sex__female

region__southwest

{
sex__male } +80.5
-59.59 ‘
?
|

region__southeast

8000 9000 10000 11000 12000 13000 14000 15000
E[fX)]

= R
\1!,-‘

(d) Dogs vs. Cts

(e) GradCAM

(f) LRP

19



N

, =

Husky vs wolf NLAXAL
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, Universty of Washington
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Husky vs wolf
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0. “Why Should | Trust You7™ Explaining he
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Exposing “Artificial Stupidity”
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Feature Attribution with Shapley Values (Tabular data)

 Answering the
question:

 What is the impact
that the features had
on moving the model
away from its
baseline?

NLAXAl.eu

o7 = age

0 = smoker__yes
1 = smoker__no
Z = bmi

0 = children

0 = region__northeast

0 = sex__male
region__northwest

| = sex__female

0 = region__southwest

| = region__southeast

—3582.12

+7030.12

NLAXAI

f(X) — 14808 63

—1929.03
+1287.25

=1132.23

—121,3‘

>+80.5
-59.59 ‘
+34.73
+11.06

+0

8000

9000

10000

11000

12000

136(;0 14600 15600
ELAX)] = 13189.25¢
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What are Shapley Values? NLAXAL
« Game-theoretic way of dividing a payoff to the players of a coalition game v

o Null players have attribution 0 o, =0
o Attributions sums up to the payoff {¢; such thathbi = flz] — E[f[z]]}

e The attribution is the average | \/=licliEl Leeltigiatiilenn of a player i to every
possible sub coalitions S of N players that does not contain i

¢i(v) = Z IS|!' (n—|S|—1)!

n!
CN\{2
S— \{ } Appropriate normalisation Marginal contribution

NLAXAl.eu 24
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https://doi.org/10.1109/FUZZ-IEEE55066.2022.9882773 ®c
[ Jaw)
X Measuring Model Understandability by means of Shapley Additive Explanations, @

Mariotti et al, 2022

An heuristic for complexity NLAXAL

Explanation of A Explanation of B
fix) =0.999 fix) =0.001
1 1
0.13 = worst radius
0.102 = worst radius +0.1
0.054 = worst concavity
. —0.095 = worst texture w
0.045 = mean concave points +0.0
. —~0.093 = mean concave points m
0.045 = worst perimeter +0.04
0.032 = mean texture . +0.03 26 other features .+0.03
» 0.03 0.0 0.2 0.4 0.6
—0.026 = area error -0. ELAX)] = 0.62
0.022 = worst concave points ' +0.02
0.018 = perimeter error ' +0.02
0.015 = worst texture . +0.01

—0.015 = radius error *0.01.
0.013 = mean symmetry ' +0.01

19 other features . +0.04

0.7 0.8 0.9 1.0
ELf(X)] = 0.627

NL4AXAl.eu 25



Formél Definition of Shap Length

e Explanation Mass of gbz ; ‘qbz|
e Explanation Completeness:
Zz‘ecbsubset |¢z|
Zz‘ecb ¢Z|
e p%-complete explanation:
¢, such that I'(P) > p
« Shap Length SL,y = ||®,||

['(®) :=

https://doi.org/10.1109/FUZZ-IEEE55066.2022.9882773

NL4XAl.eu

Mariotti et al, 2022

Measuring Model Understandability by means of Shapley Additive Explanations,

).13 = worst radius
Ill 0.054

I'
l 0.045 = mean concave points

worst concavity

022 = mean texture

026 = area error

0.018 = perimeter error
0.015 = worst texture

~0.015 = radius error

'11 = mean compactness

0.011 = mean concavity

0.009 = worst area

008 = concave points error
~0.002 = mean fractal dimension
~0.001 = mean radius

13 other features

0.6 0.7 0.8 0.9

1.0

NLAXAI
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Proportionality with tree-related complexity metrics

NLAXAI
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Comparison of Tree vs Linear models on Boston-house dataset
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Surrogation of black box with interpretable white box

« Have white-boxes behave like
black-boxes

e Train on Black-Box Labels

e Exploring the different
tradeoffs of this approach

Black Box

NLAXAl.eu

0.6 -

0.4

o
N

r2_score
o
o

_0_4 -

NL4AXAI

Performances vs Complexity on California Housing Price
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10! 102 10°
num_nodes
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°
Beyond Prediction Similarity: ShapGAP for el
Evaluating Faithful Surrogate Models in XAl, -
Mariotti et al, 2023

How to measure faithfulness? NIAXAI

« What does it mean “behave like the black box”?
o Fidelity Accuracy: How often they predict the same label
o A task-related measure
o SHAP-Gap: How similar are their reasoning (in SHAP approximation)
 Distance of SHAP Explanations (L2 or Cos)

« Measures wether predictions are not only similar, but also if their
rationale is similar

Black Box

SHapGAP(D, ) = 1 3 d(Si(z), Sun:) [P‘ﬁ

White Box /
] O —
[ Inputs O — Output
| S
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Illustrative Example

1 n
ShapGAP 5(D) = — > _||Sew (i) — Sun(@i)]|2
1=1

Swv(zi) + Sws(zi)
|[Sbb (i) [|2]|Sws (z4)||2

ShapGAP,,(D) = %2(1 -
=1

NL4AXAl.eu

Avg Euclidean Distance

Avg Euclidean Distance

°
ShapGAP for Trees and Logistic Regession (WB) vs Random Forest (BB) on Breast Cancer Dataset @
Task Accuracy vs Avg Euclidean Distance Task Accuracy vs Avg Cosine Distance o
T T
| | -
o | |
NLAXAI
| ; |
| ® DT (depth=3, ccp=0.001) !
| ° % DT (depth=3, ccp=0.010) :
! g 107 & DT (depth=4, ccp=0.001) H
L g + DT (depth=4, ccp=0.010) !
: g ¢ DT (depth=5, ccp=0.001) !
: = + DT (depth=5, ccp=0.010) :
i | § 981 4 DT (depth=6, ccp=0.001) i
10° 4 L | e » DT (depth=6, ccp=0.010) i
1 N v LogisticRegression ‘
| === Random Forest (BB) :
1 0.6 I
I |
I |
I |
| |
. X ol
" X, eotx > | oalm A ® 1
1 ° |
0.91 0.92 0.93 0.94 0.95 0.92 0.94 0.96 0.98 1.00
Task Accuracy Task Accuracy
Fidelity Accuracy vs Avg Euclidean Distance Fidelity Accuracy vs Avg Cosine Distance
i i
i |
101 '_ : :
] ! 1.2 ,
] |
] |
] |
] |
] |
i 8 1.0 :
1 5 I
| g |
1 o 1
] (] |
: ; :
: 8 0.8 1 :
10° ' g i
1 1 I 1
| } |
} |
i 0.6 |
) |
) |
) |
i |
] ; X +x
A ot x i * 04l ma @ ® :
1 ° 1
0.945 0950 0955 0960  0.965 0.94 0.95 0.96 0.97 0.99 1.00

Fidelity Accuracy

Fidelity Accuracy
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Examples of Feature Attributions for Text (Language Generation)
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Examples of Feature Attributions for Text (Language Generation) — Ni4XAl

My job 'is.—> make _
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Pr_oblem of evaluating faithfulness NIAXAI

) s N [ N ™

[CLS] - [SEP] sentence 2 [SEP] N=2
\ J o) - J J J
) e N N N

[CLS] - [SEP] = sentence2 | [SEP] [sentence 3 } { [SEP] 1 - [SEP] N
\. J @\ . J U /L J @

=

4
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Featufe attributions in NLP tasks
(Integrated Gradients)

POSITIVE Logits -2.08, TextFOCUS: 77.40%

I —

love -

running -

I —

hate -

to -

write
l'introductions -
delightful

tokens str

horrible -
movie -

“\| nk\\\\\\%

L —

\\\ |

-1.0 -0.5 0.0 0.5 1.0 1.5
Attributions

NLAXAl.eu

Function Value from baseline to explanand

NLAXAI
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' A Confusion Matrix for Evaluating Feature Attribution Methods ®
\ Arias-Duart et al, 2023 @
Problem of evaluating faithfulness =
NLAXAI
LIME
POSITIVE Logits -2.08, TextFOCUS: 77.40% POSITIVE Logits -2.08, TextFOCUS: 81.83%
I i
love - E love A
wvoning4 ______ W= ] unning4 _______ & J _______________________
i i -
hate - hate -
fo - fo -
E write & write
2' introductions 4 _______________ oo CoT ______ o introductions4 _________________ L ____________________
g delightful - o delightful
S cup - S cup 1
of of -
a4 __ _ _ ______ 1t a4 _______
what - what
a a-
horrible - horrible 4  I—
movie - movie -
10  -05 0.0 0.5 1.0 15 20 -15 -1.0 -05 00 05 10 15 2.0
Attributions Attributions
* True Positive evidence (TP) = 3, | max(0, ;)|
* False Positive evidence (FP) = 3, | max(0, o)
* True Negative evidence (TN) = } .. n | min(0, o;)|
« False Negative evidence (EN) = 3, | min(0, )| [CLS] | sentencel  [SEP] | @ sentence2 @ [SEP] N=2
[CLS] sentence 1 [SEP] sentence 2 [SEP] sentence 3 [SEP] sentence 4 [SEP] N=4 36
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Problem of evaluating faithfulness NIAXAI
’ 10000 +
Model
e Trained
Randomized
8000 ~
6000 -
8
4000 ~
2000 ~
0 T I
0.0 0.2 0.4 0.6 0.8 1.0
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Proble_m of evaluating faithfulness NLAXAI

GradientShap [UNK] ¢ (L2 X 1) !

FeatureAblation (MASKI - AP *3

IntegratedGradients [UNK] - ¢ 0 s *

Method [baseline]

GradientXActivation *®

LIME ¢ L 2K/ ]
T T T T T T
0.0 0.2 0.4 0.6 0.8 1.0

TextFocus Score
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